Rare Event Simulation to Optimise Maintenance Intervals of Safety
Critical Redundant Subsystems

Raphael Pfaff', Karin Melcher?, Julian Franzen?

U FH Aachen University of Applied Sciences, Aachen, Germany
pfaff@fh-aachen.de

2 FH Aachen University of Applied Sciences, Aachen, Germany
melcher@fh-aachen.de

3 Ruhr-Universitit Bochum, Bochum, Germany
franzen@Ips.rub.de

ABSTRACT

In the railway sector, many redundant subsystem structures
are applied to increase the safety and availability of the over-
all railway system. Failures to single paths of these struc-
tures occur and are found during routine inspection. Routine
inspections are, depending on their type and the equipment
location, quite costly and limit the vehicle availablity.

The present paper analyses occurrences based on simulated
data resembling field data of a fleet of rail vehicles. The sys-
tem is analysed statistically to identify the wear mechanisms
leading to the failures. Failure data is then used to identify
wear models which are consequently used in a Markov Chain
(MC) to simulate the probability of multiple path failure.

The failure rate of the overall system is typically expected to
be in the range (10’9 e 10*6) h~1! due to the safety critical
nature of the railway system. For this reason, it is required to
apply rare event simulation techniques to the MC simulation
in order to limit the number of simulations.

The simulation results are then applied to an optimisation of
the inspection routine, which yields an appropriate failure rate
for the associated hazards.

1. INTRODUCTION

1.1. Problem setting

A system structure omnipresent in railway vehicles is one us-
ing a cold redundancy, i.e. a redundant path in the system
structure which is only used as a fallback. Applications of
such structure include the connection of individual coaches,
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e.g. in a multiple unit, in the form of a drawbar with an elas-
tomeric draft gear using a castle nut or the pneumatic fallback
level to an otherwise electronic driver’s brake valve.

In the drawbar application, there exists a potentially catas-
trophic outcome in the case of failure of the connection, since
typically a connection between the vehicles is available to
passengers via some sort of gangway. A failure of the con-
nection may seriously harm or kill one or more persons using
the gangway at the time of failure.

However, in both presented applications, a hot or even warm
redundancy is not feasible and in the case of the drawbar,
the failure of the first level will not even be noticed by any
trainborne system. This makes an inspection, typically by
human operators, of the connection and the securing elements
necessary, a costly and also error prone operation reducing
the availability of the rail vehicle.

The failure behaviour of such structures with n — 1 levels of
redundancy may be expressed in the form of a Markov Chain
(MC) exhibiting these states:

So Fully operational system, primary level active

S1  System still operational, failure on primary level, sec-
ondary level active

S, System failure, no redundancy to recover

Depending on the reliability of the individual subsystems, the
transition probabilities between the states p(,)(,+1) can be
gained from prior information or observed failures.

1.2. Existing approaches

While the present work uses Monte Carlo Simulations, i.e. re-
peated simulations of the stochastic behaviour of the system
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Figure 1. Markov Chain example for a system with n = 2

under consideration, in a most efficient way, still a compara-
bly high computational load is exerted on the simulation sys-
tem. This was impossible before the advent of accessible per-
formant computer systems, thus many existing approaches to
simulation of the reliability of redundant subsystems follow
an analytical approach.

In (Misra, 1970) or more recently (Azaron, Katagiri, Kato,
& Sakawa, 2006), the network structure and reliability func-
tions of the subsystems are analysed analytically to yield an
estimate of the mean time to failure (MTTF).

Around the same time, the first steps towards the simula-
tion of rare events in Markov models were made in works
of (Bayes, 1972; Kahn & Marshall, 1953)

Another popular approach is the RESTART method (Villen-
Altamirano & Villen-Altamirano, 1991), which was later ex-
tended to to splitting techniques described in the sequel of
this paper.

2. RARE EVENT SIMULATION
2.1. Introduction

Given that the effects of full failures tend to be catastrophic
or at least highly disruptive and costly, they are acceptable
only at a risk level that does not significantly increase en-
dogenous mortality or is higher than the level accepted for
service disruptions, respectively. Such levels tend to be ex-
tremely low, typically in the range of (107%---107%) h™*,
with the lower level being below the endogenous mortality
according to (EN 50126 - Railway applications - the specifi-
cation and Demonstraction of Reliability, Availability, Main-
tainability and Safety (RAMS), 2016). In order to estimate
the overall failure probability for a given operation scenario,
this will require a large number of simulations of the Markov
chain, typically in the range of N = (10'---10'?) itera-
tions in order to estimate the probability with an acceptable
uncertainty.

Simulations of this size take a long time and in almost all case
yield the result that the system does not fail in the given time
frame. In order to make the calculations more efficient while

at the same time more reliable, approaches to variance re-
duction can be employed. These approaches aim to increase
the likelihood of the case under investigation for the simu-
lation, thus providing more samples of the investigated out-
come. While different approaches exist to such importance
sampling (IS), the most effective for MC are splitting tech-
niques.

2.2. Markov Chain splitting

In the sequel, following notations and concepts from (Rubino
& Tuffin, 2009), a discrete time MC X = {X(¢),t € N} is
assumed with state space F. Further assume B C FE the
critical region, i.e. the subset of the state space representing
the critical failure. As discussed above, B is attained at a very
low probability. The aim is to compute the probability of the
MC reaching state B,

Y =P[T5 <T]
where Tp = inf {t > 0: X(t) € B} and T is a finite stop-
ping time.

The idea of splitting bases on the idea that there exist inter-
mediate subsets (in the case at hand represented by the partly
failed states S;, j € n) that are reached more often than the
rare subset B, which must be crossed by the sample path on
their way towards B and are visited much more often than B.

Despite the application of a splitting algorithm, the step-by-
step evolution of the MC is governed by its original probabil-
ity measure, which makes the application more accessible to
general technical personnel than other importance sampling
approaches.

Be
FCcB;D..OByD>...0B,=B

a decreasing sequence of sets, where the By, kK < n denote
the intermediate sets before reaching the critical subset B.
Let further

T, = inf{t >0: X(t) S Bk}
be the entrance time into the region and define the event

Ak:{TkgT}7 k:L...,n

These events also form a decreasing sequence
A1 D...DAD...DA, ={Tp <T}
due to which the product formula

PITp<T)|=P(4,) =P(A,N...NA.N...NA)
=P(Ap]An—1) P (Ag|Ak_1) - P(As3]A1) P (A1)
1
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holds. Each of these conditional probabilities shall be esti-
mated separately, however following the evolution of the MC.

For this purpose, a population on Ny trajectories is simulated
independently with initial state being Sy, the fully operational
state. Of these initial trajectories, a number R; reach the first
intermediate region B; before the maximum time 7" passes.
In this case,
L’
p1 = No

yields an unbiased estimate of
P(A) =P[T; < T

At this stage, each of the R; successful trajectories is cloned
N7 times and the simulation is continued with these. Of these
cloned trajectories, again a number Ry reach the subset By
before T is reached and

_ B
-

b2

is an unbiased estimator for
P(As|Ay) = P[Ty < T| Ty <1TJ

This process is repeated until the critical region B,, = B is
reached or the maximum time 7 is reached.

In this way and with (1), the probability of reaching the criti-
cal and rare set B is estimated by help of the transition prob-
abilities to the successive state. The estimator for the proba-
bility  of the rare event

Yy=p1- P

is unbiased, as shown in e.g. (L’Ecuyer, Demers, & Tuffin,
2007).

2.3. Implementation strategies

Taking into account that the user is free to select the strategy
of selecting and cloning the trajectories, some popular imple-
mentation strategies are:

Fixed Splitting implementations assign a fixed number O
of offsprings to each successful trajectory, thus rendering
Ny = Rjp_10 arandom variable. However this random
behaviour yields advantages in the software implementa-
tion, as only one entrance level needs to be stored at each
level.

Fixed Effort implementations use a total number of off-
springs for each level of the simulation, which makes
it necessary to run the simulation sequentially for each
level.

Fixed success denotes an implementation where offsprings
are generated and simulated until a predetermined num-
ber of instances reaches the successive state.

Table 1. Simulation results

E (As) var (As)
Crude MC | 4.8-107% [ 25-1073
Splitting | 5.15-10° | 9.5-10 7

2.4. Mllustrative example

In order to allow for a comparison between basic MC simu-
lation and Importance Sampling, a fixed splitting implemen-
tation is tested in comparison to a crude MC method. The
underlying Markov model is as depicted in Figure 1, with a
transition matrix

Poo Po1  Po2
P=1 pio p11 p2
P20 P21 P22
1—-10"3 1073 0
= 0 1—-10~* 10*
0 0 1

yielding a rare occurrence of the full failure state S in com-
parison to the selected MC length.

For the purpose of comparison, the MC implementation with
fixed splitting was executed N = 1000 times for a discrete
Markov process with M = 100 samples. The initial num-
ber of simulations was L = 1000 instances, each success-
ful intermediate outcome (i.e. one attaining S;) was cloned
O = 1000 times. Following each instance of the importance
sampling variant, a standard MC simulation with the identical
number of instances, L' = L + R;0O was run.

Due to the relative rare occurrence of Ss, 580 out of these
1000 simulations did not reach S at all, the rare failure event
was not observed in these simulations. The estimated prob-
abilities for the N runs are given in Table 1, which shows a
variance reduction by a factor of 2.7 as well as the usability
of the resulting figures. The resulting histograms are depicted
in Figure 2.

3. APPLICATION EXAMPLES
3.1. Connection element application
3.1.1. Problem setting

The semi-permanent coupler (SPC) of railway vehicles is typ-
ically combined with a gangway, allowing passengers the
transfer between two coaches of the consists. For design rea-
sons, there is no opportunity to have redundancy in the cou-
pler function as such, however from field experience as well
as mechanical design considerations, one SPC bar is an ac-
ceptable solution from a safety perspective.

However in such an arrangement, it is vital that the connect-
ing elements, such as nuts, are securely held in place. In most
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Figure 2. Comparison between standard MC simulation and
IS approach using fixed splitting
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Figure 3. Castle nut and roll pin assembly

designs of SPC, this is achieved by help of a castle nut, which
is locked against relative motion by a pin, e.g. a roll pin. A
total failure of the securing element would lead to a train sep-
aration, which in the case of persons on the gangway may
severely injure or kill these.

Owing to the vital role of the securing element, it is part of
the routine inspection of the vehicle. According to the Euro-
pean Regulation on entities in charge of maintenance (ECM)
(445/2011/EU: A system of certification of entities in charge
of maintenance, 2011), the maintenance regime of a rail vehi-
cle needs to be constantly adapted following field experience.
Among the field experience, there are inevitably failures of
the system, in the present example single side failures of the
roll pin used for securing the castle nut. Naturally, this raises
concerns whether the current inspection regime, a bi-weekly
visual check, is sufficient to ensure safety.

3.1.2. System model

It is possible to derive a system structure directly from Figure
3, taking into account that both sides of the roll pin (RPI,
RP2 in Figure 4) are not likely to be fully loaded at the same
time due to machining tolerances. Obviously, after failure of
both sides of the roll pin, there is still sufficient thread (TH)
to avoid the catastrophic failure for some time, with respect
to the random nature of nut loosening this is not considered in

RP1
TH — Failure

RP2
Modelled Subsystem

Figure 4. Redundancy structure of the system to be analysed
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Figure 5. Weibull curve fitting from observed failure data

the safety analysis. The failure mode may thus be considered
a precondition for a catastrophic failure of the SPC system.

A total of four single sided failures were reported from the

field after several thousands hours of operation of the vehi-

cles, which were analysed by help of a Weibull identification

procedure. The identification yields the hazard rate at the cur-

rent age of the roll pin in service, which is approximately

A1 = po1 = 1.5- 107 h~L. Since the second side of the roll

pin is priorly unloaded, the age of the component is reduced,

yielding Ay = p1o = 1-10""h~'!,

The system state can, from a safety and reliability perspec-

tive, be expressed in these states:

So  All securing elements in place

S1 One side of roll pin failed, second side keeps castle nut
secured

So  Both sides failed, castle nut no longer secured

S3  Loss of castle nut, train separation

3.1.3. Simulation results

An MC simulation was executed with initially N = 107 sim-
ulations and 7" = 196 h, relating to the bi-weekly inspection
interval and a daily time in service of 14h. In order to in-
crease the number of realisations of So, the preparation for a
catastrophic failure, fixed splitting was implemented for the

Data is generated to resemble fielded systems behaviour closely, however
the data does not represent any particular vehicle or operator.
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final stage of the MC evolution with N5 = 10°. Implementa-
tion was done in Jupyter, using the numpy . random. rand
random generator to switch between states (Oliphant, 2007).

The algorithm yields Ry = 3036 realisations of the state in
question, while the fixed splitting increases the total number
of MC runs to N + N5 = 3.005 - 108.

The resulting probability of event Sy is v = 1.55-1071°h~1,
which is well below the accepted risk of -1072 h—1,

An extension of the inspection interval to 30 days can also
be simulated, with the resulting probability estimated to be
~v2 = 3.2-107'°h~!, making an extension of the inspection
interval safely feasible.

3.2. Drivers’ brake valve application
3.2.1. Problem setting

Similar to the first example, a viable case for the application
of MC-simulations of Markov processes may also be found
in the drivers’ brake valve (DBV) system of a rail vehicle.
While failures to this system do not lead to catastrophic out-
comes, they incur a stop on the line which results in a blocked
line and typically delays in the range of hours as well as high
penalties by the infrastructure manager.

In order to keep availability high, these systems are also
present in a redundant form. Typically in addition to the elec-
tronic DBV, a pneumatic or electro-pneumatic backup system
is installed on the vehicles. Both are rather complex pneu-
matical systems and require costly maintenance actions, for
which reason it is desirable to lengthen the maintenance inter-
val as much as possible while maintaining the desired overall
reliability.

As the DBV system is typically fitted to locomotives, fre-
quently used in freight operations by smaller railway opera-
tors, there is a less deterministic schedule of operation. For
this reason, the likelihood of a fault occurring within a 30 day
interval is investigated.

3.2.2. System model

The system architecture of the DBV system typically com-
prises

e a brake control unit (BCU),

e the drivers brake valve component (DBV) as well as

e aclectro-pneumatic Backup (BU).

in a cold redundancy structure as depicted in Figure 6. The
purpose of the system is to convert the setpoint (SP), i.e. the

brake command from the driver, to the pressure in the main
brake pipe (MP).

This results in a Markov model with the states

e Sy: Normal operation (BCU and DBV)

BCU < DBV
SP MP
BU

Figure 6. DBV system architecture

Table 2. Time to failure (TTF) for the individual subsystems
of the DBV system

# [ TTE(DBV)/a | TTF (BCU)a
I 44a 024
2 5.6 0.30
3 5.7 0.35
4 5.7 0.53
5 6.3 2.71
6 6.3 3.08
7 6.7 3.44
8 6.9 3.46
9 7.1 5.05
10 7.6 7.44
11 7.7 -
12 7.8 -
13 7.8 -
14 79 Z
16 8.0 -
e 51: Backup operation
e S5 Failure
and a transition matrix
poo por O
P={0 pi1 piw
0 0 po

3.2.3. Simulation results

As a basis for this example serve observed failures of the
DBV systems’ standard operation level, showing a total of
16 failures for a fleet of 100 vehicles as given in Table 2
over the typical maximum maintenance interval of § years.
From these observed failures, a recording which is available
to virtually any operator, failure rates were estimated using
appropriate failure distributions, i.e. a Weibull distribution
for the electro-pneumatic DBV portion and an exponential
distribution for the BCU. These distributions were used to
project the failure rate for the case that the system is operated
one more year without maintenance, yielding a hazard rate
of Appy = 2.6cot 1075 h~" and Agcy = 9.5cot 1070 h~?
for the electro-pneumatic and the electronic portion, respec-
tively. Using manufacturer data for the cold redundancy,
Ay = 10~*h~" was assumed.

Based on these transition probabilities, an MC simulation was
carried out aiming at estimating the risk of reaching the Ss-
fault state within the time interval [1, 720] h.

Due to the comparably high hazard rates, N = 10° together
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with fixed splitting and No = 10% is sufficient to estimate a
hazard rate of v = 1.31 - 1075 h~! for the occurrence of Ss.
The MC was cloned N; = 2645 times to reach S5 in 9.4 - 10°
realisations, which can be used for maintenance development
in comparison to the associated cost of a stop on line.

4. CONCLUSION AND PERSPECTIVE

An approach to model the behaviour of redundant systems
using MC simulations and importance sampling based on ob-
served reliability data was presented and applied to two ex-
amples, one resembling observed data from field operation
closely. It is possible to derive the risk associated with ei-
ther an increased inspection interval or an extended mainte-
nance interval and to adapt it accordingly, potentially increas-
ing safety while optimising cost.

While for one subsystem, the extension of maintenance inter-
vals tends to appear economical, for the full system, bundling
of activities may be more sensible as discussed in (Pfaff &
Schmidt, 2016). It will be of large interest to study the failure
risk of a given set of subsystems and to derive the optimum
maintenance time for all subsystems under consideration of
basic costs of the maintenance delivery function.

Both examples presented in this paper are based on large
fleets of vehicles, which is, due to ongoing privatisation in the
railway sector, no longer the typical case. For this reason, the
authors work on making the techniques used available to op-
erators of smaller fleets. Further steps will include the accep-
tance of importance sampling by homologation bodies, which
currently accept MC simulations for some purposes, however
do not mention importance sampling in their regulations.
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